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August 31, 2009

Mr. John Washburn
N128W12795 Highland Road
Menomonee Falls, WI 53202

Dear Mr. Washburn:

[ am writing in response to your letter dated August 4, 2009 wherein you request
the following records pursuant to Wisconsin Statutes §§ 19.31-19.39:

1. The electronic copy (aka electronic backup) of the contents of removable
memory card from the optical scanner used in Ward 114 during the November 4,
2008 election. The creation of this electronic election record and the retention of
this record for 22 months are required separately under Wisconsin [WI Stats.
§7.23(1)(g)] and federal [Title 42, Chapter 20, Subchapter 2. Section 1974] law.
2. The electronic copy (aka electronic backup) of the contents of removable
memory card from the disability device (AutoMark) used in Ward 114 during the
November 4, 2008 election. The creation of this electronic election record and the
retention of this record for 22 months are required separately under Wisconsin [WI
Stats. §7.23(1)(g)] and federal [Title 42, Chapter 20, Subchapter 2, Section 1974]
law.

3. The electronic copy (aka electronic backup) of the contents of removable
memory card from the optical scanner used in Ward 207 during the November 4,
2008 election. The creation of this electronic election record and the retention of
this record for 22 months are required separately under Wisconsin [WI Stats.
§7.23(1)(g)] and federal | Title 42. Chapter 20. Subchapter 2, Section 1974] law.
4. The electronic copy (aka electronic backup) of the contents of removable
memory card from the disability device (AutoMark) used in Ward 207 during the
November 4, 2008 election. The creation of this electronic election record and the
retention of this record for 22 months are required separately under Wisconsin [ W]
Stats. §7.23(1)(g)] and federal [Title 42. Chapter 20, Subchapter 2, Section 1974]

law,
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5. The electronic copy (aka electronic backup) of the contents of removable
memory card from the optical scanner used in Ward 21 5 during the November 4,
7008 election. The creation of this electronic election record and the retention of
this record for 22 months are required separately under Wisconsin [W1 Stats. §
7.23(1)(g)] and federal [Title 42. Chapter 20, Subchapter 2. Section 1974] law.

6. The electronic copy (aka electronic backup) of the contents of removable
memory card from the disability device (AutoMark) used in Ward 215 during the
November 4, 2008 election. The creation of this electronic election record and the
retention of this record for 22 months are required separately under Wisconsin [ W]
Stats. §7.23(1)(g)] and federal [Title 42, Chapter 20, Subchapter 2. Section 1974}
law.

7. The electronic copy (aka electronic backup) of the contents of removable
memory card from the optical scanner used in Ward 255 during the November 4,
2008 election. The creation of this electronic election record and the retention of
this record for 22 months are required separately under Wisconsin [WI Stats. §
7.23(1)(g)] and federal [Title 42, Chapter 20, Subchapter 2. Scction 1974] law.

8. The electronic copy (aka electronic backup) of the contents of removable
memory card from the disability device (AutoMark) used in Ward 255 during the
November 4. 2008 clection. The creation of this electronic election record and the
retention of this record for 22 months are required separately under Wisconsin [WI
Stats. §7.23(1)(g)] and federal [Title 42, Chapter 20, Subchapter 2, Section 1974]
law.

With regard to items 1. 3, 5 and 7. I have attached an electronic copy of the
contents of the removable memory card from the optical scanners used in Wards
114,207, 215 and 255 from the November 4, 2008 election.

With regard to items. 2. 4, 6, and 8, your request is denied bhecause there are no
responsive records.

Wisconsin Statute § 7.23(1)(g). “Destruction of election materials.” reads as
follows:

(g) Detachable recording units and compartments for use with electronic voting
machines may be cleared or erased 14 days after any primary and 21 days after
any other election. Before clearing or erasing the units or compartments, a
municipal clerk shall transfer the data contained in the units or compartments to a
disk or other recording medium which may be erased or destroyed 22 months after
the election to which the data relates.
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Wisconsin Statute § 3.02(4m). “Electronic voting system.” reads as follows:

(4m) "Electronic voting system” means a system in which votes are recorded on
ballots, and the votes are subsequently counted and tabulated by automatic
tabulating equipment. The term also includes a voting machine on which votes are
recorded and tabulated by electronic means.

Based on our review of Wisconsin Statute § 5.02(4m), the contents of the
removable memory card from the disability device (AutoMARK) is not subject to
retention because it is not an electronic voting system.

Since the AutoMARK does not tabulate it is not an electronic voting system
therefore not subject to data retention under Wisconsin Statute § 7.23(1)(g). The
AutoMARK does not create a record; it marks the ballot for the elector. The ballot
is then tabulated with other voted ballots. The total votes from the AutoMARK
are included in the records that I have attached.

With the enclosed we have fully complied with your public records request by
providing you with copies of all responsive records.

If you have any questions, please do not hesitate to contact me at 286-6119.

Loean

Susan Edman
Executive Director

Sincerely,




N128W12795 Highland Road
Germantown, W| 53022
August 10, 2009

John Bigley

Clerk of the Town of Sugar Camp Wisconsin
4537 Highway D

Rhinelander, W1 54501

Dear Mr. Bigley:

t understand you are the keeper of the memory cards and the backups thereof. | would like to make some
open records requests under W| Stats. §19. I would like the following election records from the
November 4, 2008 election.

1. The electronic copy (aka electronic backup) of the contents of removable memory card from the
optical scanner (ES&S Eagle) used in Town of Sugar Camp during the November 4, 2008
election. The creation of this electronic election record and the retention of this record for 22
months are required separately under Wisconsin [W1| Stats. §7.23(1)(g)] and federal [Title 42,
Chapter 20, Subchapter 2, Section 1974] law.

2. The electronic copy (aka electronic backup) of the contents of removable memory card from the
disability device (ES&S Automark) Town of Sugar Camp during the November 4, 2008 election.
The creation of this electronic election record and the retention of this record for 22 months are
required separately under Wisconsin [Wi Stats. §7.23(1)(g)] and federal [Title 42, Chapter 20,
Subchapter 2, Section 1974] law.

Severability — The above open requests are separate and severable and are only including in this single
correspondence in order to ease the administration of these requests and the thematic similarity among
the requests. It is expected any delay in the production of records for one request will not impair or delay
the production of records for another request.

Denial of Request — As required by Wisconsin’'s open records law as codified in §19, any denial, in
whole or in part, of one or more of the public records requests above must state in writing and with
specificity as to the reasons and statutory authority for denying the request. For the purposes of this
requirement, an email response will be considered a written response.

Redaction — A redaction is a denial in part of requested record. There shall be a log which states in
writing and with specificity to the reasons and statutory authority each redaction.

Duplication - If a single record satisfies one or more of the above requests, then only one copy of the
record needs to be produced provide said record is accompanied by a notation as to which, multiple
requests are satisfied by the record.

Promptness — The records requested above shall be provided “as soon as practicable” as required by
Wisconsin statute.

Please contact me at your earliest convenience as to the costs of providing these electronic records in
electronic form. If you have any questions, regarding this request you may contact me at this emait
address or at 414-375-5777.

In Liberty
John Washburn




Town of Sugar Camp
4059 CAMP FOUR ROAD
RHINELANDER, WISCONSIN 54501-8862
Phone: 715-272-1525 Fax: 715-272-1999  e-mail scamp(@newnorth.net

September 21, 2009
Mr. Washburn,

I have talked to Ryan Mack from ES&S. At the time I sent the Town of Sugar Camp’s
memory pack in for the April election programming, all data from the November election
was written over, no back up was made. Therefore, the only available data is the printed
tape which I can copy for you. It will take 3 pages at a cost of $.75 and $.44 postage for
a total of $1.19.

To answer your questions:

1. The Town of Sugar Camp does not have a memory pack with the November 4, 2008
election data. The Town has one memory pack and it was used in the April 2009
election. It was my understanding that a back up of the November 2008 data was to be
kept by ES&S and it was not.

2. Memory pack and memory cards are owned by the Town of Sugar Camp.

3. ES&S will not store election results. They will re-burn a memory pack for $125.00 if
we wish to re-run all the ballots. They will also re-burn the memory card for the
AutoMark for $125 if we wish.

John Bigley,
Sugar Camp Town Clerk

Election Data Request 3
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N128W12795 Highland Road
Germantown, WI 53022
January 4, 2010

Reid Magney, Public Information Officer

Wisconsin Government accountability Board
212 East Washington Avenue, Third Floor
P.O. Box 7584

Madison, Wisconsin 53707-7984

Dear Mr. Magney:

On September 20, 2009 | sent an email to Ross Hein, Elections Specialist - Voting Equipment Certification

Coordinator, a question regarding the certification of the new ES&S voting system, Election Systems &
Software’s {(ES&S) Unity 3.2.0.0 Voting System which includes the DC200 optical scanner. The email is
attached for reference. Mr. Hein assured me on the system can and does make the legally required

backups and does so in a form which permits the clerks themselves to retain the backups as required by

state election law.

I would like to make the following open records requests:

1.

The electronic backup of the contents of each removable memory card used during certification
testing of the Election Systems & Software’s (ES&S) Unity 3.2.0.0 Voting System while that
voting system was performing the first mock election required by EIBd 7.01(3). These backups
are the backups created by the staff of the GAB during the certification testing in order to verify
the Election Systems & Software’s (ES&S) Unity 3.2.0.0 Voting System meets the minimum legal
requirements of Wi Stats. 7.23(1)(g) and Wi Stats. 7.24.

The electronic backup of the contents of each removable memory card used during certification
testing of the Election Systems & Software’s {(ES&S) Unity 3.2.0.0 Voting System while that
voting system was performing the second mock election required by EIBd 7.01(3). These
backups are the backups created by the staff of the GAB during the certification testing in order
to verify the Election Systems & Software’s (ES&S) Unity 3.2.0.0 Voting System meets the
minimum legal requirements of W1 Stats. 7.23(1){(g} and WI Stats. 7.24.

The electronic backup of the contents of each removable memory card used during certification
testing of the Election Systems & Software’s (ES&S} Unity 3.2.0.0 Voting System while that
voting system was performing the third mock election required by EIBd 7.01(3). These backups
are the backups created by the staff of the GAB during the certification testing in order to verify
the Election Systems & Software’s (ES&S) Unity 3.2.0.0 Voting System meets the minimum legal
requirements of Wi Stats. 7.23(1){g) and W1 Stats. 7.24.

GAB OR request 20100104 Pagelof2



Severability — The above open requests are separate and severable and are only including in this single
correspondence in order to ease the administration of these requests and the thematic similarity among
the requests. Itis expected any delay in the production of records for one request will not impair or
delay the production of records for another request.

Denial of Request — As required by Wisconsin’s open records law as codified in §19, any denial, in whole
or in part, of one or more of the public records requests above must state in writing and with specificity
as to the reasons and statutory authority for denying the request. For the purposes of this requirement,
an email response will be considered a written response.

Redaction — A redaction is a denial in part of requested record. There shall be a log which states in
writing and with specificity to the reasons and statutory authority each redaction.

Duplication — If a single record satisfies one or more of the above requests, then only one copy of the
record needs to be produced provide said record is accompanied by a notation as to which, multiple
requests are satisfied by the record.

Promptness — The records requested above shall be provided “as soon as practicable” as required by
Wisconsin statute.

Please contact me at your earliest convenience when these electronic records can be provided to me. If
you have any questions, regarding this request you may contact me at this email address or at 414-375-

5777.

In Liberty,
John Washburn

GAB OR request 20100104 Page 2 of 2



State of Wisconsin\Government Accountability Board

212 East Washington Avense, 3" Floor
Post Office Box 7984

Madison, WI 53707-7984

Voice (608) 166-8005

Fax  (608) 267-0500

E-mail: gab@wiscensin.gov
http:/fgab.wi,gov

JUDGE WILLIAM EICH
Chair

KEVIN J. KENNEDY
Director and General Counsel

February 5, 2010

Mr. Timothy J. Hallett

Associate General Counsel
Election Systems & Software, Inc.
11208 John Galt Boulevard
Omaha, Nebraska 68137

Via Email Only (tjhallett(@essvote.com)

Re:  Open Records Request of: John Washburn (1/4/10)
Dear Attorney Hallett:

Mr. John Washburn presented the enclosed open records request to the Government
Accountability Board on January 4, 2010 pursuant to Sec. 19.35, Wis. Stats. The open records
request involves a desire to obtain the “electronic backup of the contents of each removable
memory card used during the certification testing of the ES&S Unity 3.2.0.0 Voting System” for
each of the three mock elections held during the testing process in September 2009. The
Government Accountability Board possesses one of the three memory sticks. Please identify the
location and status of the remaining two memory sticks, or provide information as to whether the
memory stick in our possession contains the data from all three mock elections.

Furthermore, the Government Accountability Board is aware that ES&S may have copyright or
other proprietary concerns regarding release of any data from the mock election memory sticks.
The Government Accountability Board cannot assert your proprietary rights for you. Please note
that there are multiple files and file extensions on the memory stick in our possession. Please
provide, in writing, detailed explanations of any assertion of copyright, trade secret or other
proprietary interests. Such explanation should identify those specific files or file extensions to
which any asserted protective interests apply and to which files or file extensions they do not

apply.

Please provide your response within the next 10 days. If you have any further questions, please
do not hesitate to contact me.

Sincerely,
GOVERNMENT AGCOUNTABILITY BOARD

Shane W. Falk
Staff Counsel
Enclosures
cc: Mr. John Washburn (via email only: john@ WashburnResearch.org)
Mary E. Burke, Assistant Attorney General (via email only: burkeme(@doj.state.wi.us)




Falk, Shane - GAB

From: ; Robinson, Nathaniel £ - GAB

Sent: Monday, January 04, 2010 9:52 AM

To: Falk, Shane - GAB

Subject: FW: Open Records Request

Attachments: OR Request 20100104.pdf, Certification Testing re 7.23 and 7.24 pdf, EIBd7. pdf

OR Request  Certification Testing EIBd7.pdf (6 KB)
J100104.pdf (209 K. re 7.23 ...
Shane, FYI!

Best wishes and kind regards,
Nat

----- Original Message-----

From: Magney, Reid - GAB

Sent: Monday, January 04, 2010 9:26 AM

To: Haas, Michael R - GAB; Hein, Ross D - GAB

Cc: Robinson, Nathaniel E - GAB; Kennedy, Kevin - GAB
Subject: FW: Open Records Request

I just received this open records request from Mr. Washburn.
I will acknowledge receipt.

Thank you,

Reid Magney, public information officer
Wisconsin Government Accountability Board 608-267-7887, office 608-279-0477, cell
reid.magney@wi.gov

————— Original Message-----

From: john@WashburnResearch.org [mailto:john@WashburnResearch.org]
Sent: Monday, January 04, 2010 7:55 AM

To: Magney, Reid - GAB

Subject: Open Records Request

Dear Mr. Magney:

Please find attached my open records requests and two supporting documents which explain
the context fo the two requests.

If you have any questions you may call me at 414-375-5777.

In Liberty,
John Washburn

myhosting.com - Premium Microsoft® Windows® and Linux web and application hosting -
http://link.myhosting.com/myhosting



N128W12795 Highland Road
Germantown, Wi 53022
January 4, 2010

Reid Magney, Public Information Officer

Wisconsin Government accountability Board
212 East Washington Avenue, Third Floor
P.0. Box 7984

Madison, Wisconsin 53707-7984

Dear Mr. Magney:

On September 20, 2009 | sent an email to Ross Hein, Elections Specialist - Voting Equipment Certification
Coordinator, a question regarding the certification of the new ES&S voting system, Election Systems &
Software’s (ES8S) Unity 3.2.0.0 Voting System which includes the DC200 optical scanner. The email is
attached for reference. Mr. Hein assured me on the system can and does make the legally required

backups and does so in a form which permits the clerks themselves to retain the backups as required by

state election law.

I would like to make the following open records requests:

1.

The electronic backup of the contents of each removable memory card used during certification
testing of the Election Systems & Software’s (ES&S) Unity 3.2.0.0 Voting System while that
voting system was performing the first mock election required by EIBd 7.01(3}. These backups
are the backups created by the staff of the GAB during the certification testing in order to verify
the Election Systems & Software’s (ES&S} Unity 3.2.0.0 Voting System meets the minimum legal
requirements of W1 Stats. 7.23(1)(g) and WI Stats. 7.24.

The electronic backup of the contents of each removable memory card used during certification
testing of the Election Systems & Software’s (ES&S) Unity 3.2.0.0 Voting System while that
voting system was performing the second mock election required by EIBd 7.01(3). These
backups are the backups created by the staff of the GAB during the certification testing in order
to verify the Election Systems & Software’s (ES&S} Unity 3.2.0.0 Voting System meets the
minimum legal requirements of Wi Stats. 7.23{1}{g) and WI Stats. 7.24.

The electronic backup of the contents of each removable memory card used during certification
testing of the Election Systems & Software’s (ES&S) Unity 3.2.0.0 Voting System while that
voting system was performing the third mock election required by EIBd 7.01{3). These backups
are the backups created by the staff of the GAB during the certification testing in order to verify
the Election Systems & Software’s (ES&S) Unity 3.2.0.0 Voting System meets the minimum legal
requirements of W1 Stats. 7.23(1){g) and Wi Stats. 7.24.

GAB OR request 20100104 Page 1 of 2



Severability — The above open requests are separate and severable and are only including in this single
correspondence in order to ease the administration of these requests and the thematic similarity among
the requests. Itis expected any delay in the production of records for one request will not impair or
delay the production of records for another request.

Denial of Request — As required by Wisconsin’s open records law as codified in §19, any denial, in whole
or in part, of one or more of the public records requests above must state in writing and with specificity
as to the reasons and statutory authority for denying the request. For the purposes of this requirement,
an email response will be considered a written response.

Redaction — A redaction is a denial in part of requested record. There shall be a log which states in
writing and with specificity to the reasons and statutory authority each redaction.

Duplication — If a single record satisfies one or more of the above requests, then only one copy of the
record needs to be produced provide said record is accompanied by a notation as to which, multiple
requests are satisfied by the record,

Promptness — The records requested above shall be provided “as soon as practicable” as required by
Wisconsin statute.

Please contact me at your earliest convenience when these electronic recerds can be provided to me. If
you have any questions, regarding this request you may contact me at this email address or at 414-375-

5777.

In Liberty,
John Washburn

GAB OR request 20100104 Page 2 of 2




From: john@WashburnResearch.org

Sent: Monday, September 28, 2009 12:46 PM

To: Ross.Hein@wi.gov

Subject: Certification Testing re 7.23 and 7.24

Dear Mr. Hein:

I have two quick questions about the certification testing to be
performed this week.

1} Will the mock election include a demonstration by the vendor that the
system under test can produce the election records and backups required
by WI Stats. 7.23(1)(f) and WI Stats. 7.23(1}(g)?

2) Are the backups created in order to comply with the legal mandates of
7.23(1Y(f) and of 7.23(1){g) in a form or on a medium which complies with
WI Stats. 7.24? The statute, WI Stats. 7.24, requires the election
clerks to assume and maintain title of ALL election records and is
without exception as to whether the record is programming, data, or

paper.

T ask this because the City of Milwaukee acknowledges they have failed to
make records of the AutoMark programming as required by 7.23(1) (f) and
7.24.

Also the Town of Sugar Camp of Oneida County Wisconsin went with Option C
of this GAB letter, http://elections.state.wi.us/docview.asp?docid=15541,
for the 2008 general election and ES&S has now informed Clerk Bigley that
ES&S has destroyed these 2008 election records.

There is also the matter of violating the records retention required by
Federal statute, but I recognize the authority of the WI Government
Accountability Board only extends to state statute and have thus limited
my questions to items in chapter 7 as those items touch on the utility
and merchantability of a certified voting as required by WI Stats
5.91(10)and WI Stats. 402.314(2) (c).

In Liberty,
John Washburn




STATE ELECTIONS BOARD

EiBd 7.03

Unofficial Text (See Printed Volume). Current through date and Register shown on Title Page.

Chapter EIBd 7
APPROVAL OF ELECTRONIC VOTING EQUIPMENT

20 -4
EiBd 7.00 Application for approval of elecuonic voling system.
Eigd 7.02 Agency testing of elecironic voting system.

EIBd 7.03 Continuing approval of ¢f ic voling system.

EIBd 7.01 Application for approval of electronic
voting system. (1} An application for approval of an electron-
ic voting system shall be accompanied by all of the following:

{a) A signed agreement that the vendor shall pay all costs, re-
lated to approval of the systemn, incurred by the board, its desig-
nees and the vendor.

(b) Complete specifications for all hardware, firmware and
software.

(¢} All technical manuals and documentation related to the sys-
tem.

(d) Complete instruction materials necessary for the operation
of the equipment and a description of training available to users
and purchasers.

{e) Reports from an independent testing authority accredited
by the national association of state election directors (NASED)
demonstrating that the voting system conforms to all the standards
recommended by the federal clections commission.

(f) A signed agreement requiring that the vendor shall immedi-
ately notify the board of any modification to the voting system and
requiring that the vendor will not offer, for use, sale or lease, any
modified voting system, if the board notifies the vendor that the
modifications require that the system be approved again.

(g) Alistshowing ali the states and municipalities in which the
system has been approved for use and the length of time that the
equipment has been in use in those jurisdictions.

(2) The board shall determine if the application is complete
and, if it is, shall so notify the vendor in writing. Ifit is not com-
plete, the board shall so notify the vendor and shall detail any in-
sufficiencies.

{3) Ifthe application is complete, the vendor shall prepare the
voting system for three mock elections, using offices, referenda
questions and candidates provided by the board.

History: Cr. Register, June, 2000, No. 534, eff. 7-1-00.

EiBd 7.02 Agency testing of electronic voting sys-
tem. {1} The board shall conduct a test of a voting system, sub-
mitted for approval under s. EIBd 7.01, to ensure that it meets the
criteria set ont in 5. 5.91, Stats. The test shall be conducted using
a mock election for the partisan primary, a mock general election
with both a presidential and gubernatorial vote, and a mock non-
partisan election combined with a presidential preferenice vote.

(2) The board may use a panel of local election officials and
electors to assist in its review of the voting system.

{3) The board may require that the voting system be used in
an actual election as a condition of approval.

History: Cr. Register, Junce, 2009, No. 534, off, 7-1-00.

EiBd 7.03 Continuing approval of electronic voting
system. (1} The board may revoke the approval of any existing
electronic voting systein if it does not comply with the provisions
of this chapter. As a condition of maintaining the board’s approval
for the use of the voting system, the vendor shall inform the board
of all changes in the hardware, firmware and sofiware and all ju-
risdictions using the voting system.

{2) The vendor shall, at its own expense, furnish, to an agent
approved by the board, for placement in escrow, a copy of the pro-
grams, documentation and source code used for any election inthe
state.

{3) The electronic voting system must be capable of transfer-
ring the data contained in the system to an electronic recording
medium, pursuant to the provisions of s. 7.23, Stats.

{4) The vendor shal! ensurc that election results can be ex-
ported on election night into a statewide database developed by
the board.

(5) For good cause shown, the board may exempt any elec-
tronic voting system from strict compliance with ch. EIBd 7.

History: Cr. Reglster, June, 2000, No. 534, eff. 7-1-00.

Register, June, 2000, No. 534




State of Wisconsin\Government Accountability Board

212 East Washington Avenue, 3™ Floor
Post Office Box 7984 JUDGE WILLIAM EICH
Madison, W1 53707-7984 Chair
Voice (608) 266-8005
Fax  (608) 267-0500
E-mail: gab@wisconsin.gov

htip://gab.wi.gov

KEVIN J. KENNEDY
Director and General Counsel

Sent Via Email Only
(john@washburnresearch.org)

March 9, 2010

John Washburn
NI128W 12795 Highland Road
Germantown, W1 53022-1507

Mr. Washburn:

RE: Open Records Request
ES&S Certification Testing / Mock Elections Back-Ups of Memory Sticks

In your email dated January 4, 2010, you included an attachment that requested the following
information pursuant to Wisconsin’s Open Records Laws:

“I would like to make the following open records requests:

1. The electronic backup of the contents of each removable memory card used during
certification testing of the Election Systems & Software’s (ES&S) Unity 3.2.0.0
Voting System while that voting system was performing the first mock election
required by EIBd 7.01(3). These backups are the backups created by the staff of the
GAB during the certification testing in order to verify the Election Systems &
Software’s (ES&S) Unity 3.2.0.0 Voting System meets the minimum legal
requirements of Wis. Stats. 7.23(1)(g) and WI Stats. 7.24.

2. The electronic backup of the contents of each removable memory card used during
certification testing of the Election Systems & Software’s (ES&S) Unity 3.2.0.0
Voting System while that voting system was performing the second mock election
required by EIBd 7.01(3). These backups are the backups created by the staff of the
GAB during the certification testing in order to verify the Election Systems &
Software’s (ES&S) Unity 3.2.0.0 Voting System meets the minimum legal
requirements of WI Stats. 7.23(1)(g) and WI Stats. 7.24.

3. The electronic backup of the contents of each removable meniory card used during
certification testing of the Election Systems & Software’s (ES&S) Unity 3.2.0.0
Voting System while that voting system was performing the third mock election
required by EIBd 7.01(3). These backups are the backups created by the staff of the
GAB during the certification testing in order to verify the Election Systems &
Software’s (ES&S) Unity 3.2.0.0 Voting System meets the minimum legal
requirements of WI Stats. 7.23(1)(g) and W1 Stats. 7.24.”

After a thorough review of your request and applicable law, I regret to inform you that the Government
Accountability Board has to deny your request with respect to the electronic backup contents of the one
memory stick that remains in the possession of the Board. Board staff does not possess the additional



Mr. John Washburn
March 9, 2010 2

two memory sticks any longer. Pursuant to information obtained from ES&S, they no longer possess
the additional two memory sticks any longer.

Wisconsin has a presumption of open access to all public records, which is reflected in both our statutes
and case law. See Sec. 19.31, Wis, Stats., and Linzmeyer v. Forcey, 2002 W1 84. “The right to inspect
public records, however, is not absolute.” Osborn v. Board of Regents 2002 WI 83, 4 14. “Access
should be denied where the legislature or the court has predetermined that the public interest in keeping
a record confidential outweighs the public’s right to have access to the documents.” Id. “Thus, the
general presumption of our law is that public records shall be open to the public unless there is a clear
statutory exception, unless there exists a limitation under the common law, or unless there is an
overriding public interest in keeping the record confidential.” [d. (emphasis added.) First; an agency
must determine whether the open records law applies to the records in question. Linzmeyer at ¥ 10.
Second, an agency must determine whether the presumption of openness under the open records law is
overcome by any other public policy. Id. at § 11. To determine whether the presumption of openness is
overcome by another public policy concern, the agency should use a balancing test to weigh the public
policies favoring confidentiality and the strong public policy that public records should be open for
review. Id. at § 12.

ES&S has asserted that the entirety of the electronic backup contents of the memory stick is trade secret
and proprietary information. Pursuant to Sec. 19.36(5), Wis. Stats., an agency can withhold access to
any record or portion of a record containing information qualifying as a trade secret as defined in Sec.
134.90(1)(c), Wis. Stats. “Trade secret” means information, including a formula, pattern, compilation,
program, device, method, technique or process, which derives independent economic value, actual or
potential, from not being generally known to, and not being readily ascertainable by, other persons who
can obtain economic value from its disclosure or use. See Sec. 134.90(1)(c), Wis. Stats. In addition, to
qualify as a “trade secret” the information should be the subject of efforts to maintain its secrecy that
are reasonable under the circumstances. See Sec. 134.90(1)(c), Wis. Stats. See Also ECT International
v. Zwerlein, 597 N.W.2d 479 (Wis. Ct. App. 1999)(From Sec. 134.90(1)(c), Wis. Stats., three attributes
of a protectible trade secret exist: 1) must be information such as a formula, pattern, compilation,
program, device, method, technique or process; 2) that has independent economic value, available from
only one source; and 3) is the subject of reasonable efforts to maintain its secrecy.)

ES&S has asserted the following to substantiate the nature of the trade secret:

“In accordance with Section 19.36(5) of WSA, trade secret information is exempt from
disclosure under the State’s public records statutes. The ES&S Proprietary Information
contains trade secrets which identify certain methods, techniques and processes on the
operation of ES7S’ voting systems. Specifically, the ES&S Proprietary Information
contained on the memory card includes certain methods, techniques and processes ES&S
utilizes when programming, tabulating and reporting election results through the use of
ES&S’ proprietary voting system software. ES&S only allows those customers who have
executed a Software License Agreement with ES&S to have access to and use ES&S’
proprietary software and trade secret information, including ES&S’ Proprietary
information which is contained on the memory card. Such ES&S Software License
Agreement contains the terms and conditions by which a customer may use ES&S’
propriety software and trade secret information. As the ES&S Proprietary Information
contains ES&S trade secret information and ES&S has not agreed to enter into a Software
License Agreement with the individual requesting such ES&S Proprietary Information,
the ES&S Proprietary Information requested should not be subject to disclose under the
Wisconsin Statutes Annotated.”

The Government Accountability Board has determined that the electronic backup of the memory stick
contains compilation, program, device, method, technique, and process information that has
independent economic value to ES&S. This information cannot be obtained from other sources beyond
the manufacturer, ES&S. If this information were to become generally known or readily ascertainable
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by other persons, i.e. competitor voting equipment manufacturers or service providers, those other
persons certainly could obtain economic value from the disclosure. ES&S has taken several steps to
preserve the secrecy of information contained in the electronic backup of the memory stick and the
Government Accountability Board finds those measures reasonable. For instance, ES&S requires
Software License Agreements with individuals seeking this proprietary information. The Government
Accountability Board finds that ES&S could suffer harm from disclosing the information you seek
because it contains trade secrets that would be disclosed, if the information were released. Based upon
the evidence and assertions of ES&S, the Government Accountability Board finds that the information
you request qualifies for the trade secrets exemption from disclosure for purposes of the Open Records
Law. In light of this, the Government Accountability Board is unable provide you with a copy of the
electronic backup of the memory stick used for a mock election during the certification of the ES&S
equipment and software.

Additionally, the Government Accountability Board has determined that the public policy of openness
of public records is overcome by significant public policy concerns favoring keeping the information
you seek confidential. The public policy of openness is set forth in paragraph two above. There are
two significant items of public interest and policy that favor keeping the information you seek
confidential: 1) public interest and policy to insure the security of voting systems in Wisconsin and 2)
public interest and policy to insure greater access to a larger number and variety of competitive voting
systems manufacturers for Wisconsin.

ES&S has asserted the following security interest:

“In addition to ES&S’ Proprietary Information containing trade secret information as
discussed above, the disclosure of ES&S Proprietary Information by the State may
compromise the security of ES&S’ voting systems as the information contained on the
memory device includes proprietary trade secret information and files related to the
programming of the mock elections. Please be advised that ES&S takes every possible
step to ensure its voting systems are secure, accurate and reliable, including requiring
each customer to agree to certain terms and conditions related to the license and use of
ES&S’ software and related documentation. Included in these terms and conditions are
actions which the customer is prohibited from taking, including but not limited to,
causing or permitting any change to be made to the ES&S Software without ES&S” prior
written consent. If the files, which are contained on the memory card, were to be
provided to an individual or entity who was not under ES&S’ strict licensing terms, such
individual or entity may attempt to alter the files and information contained on the
memory device and use such altered files in a compromising manner. As such, it is
ES&S’ position that all ES&S Proptietary Information contained on the memory card be
exempt from disclosure under the WSA.”

The Government Accountability Board has determined that there is a strong public interest and policy
insuring the security of voting systems in Wisconsin. This public policy is statutorily prescribed as it
relates to voting devices and equipment (Sec. 5.91(10), Wis. Stats.) and as it concerns the
confidentiality of software components of voting systems (Sec. 5.905, Wis. Stats.) The Wisconsin
legislature has already statutorily recognized the necessity of securing software components of voting
systems in Sec. 5.905, Wis. Stats. Specifically, the legislature has stated that software components shail
be secured and maintained “in strict confidence.” Furthermore, the legislature has specifically provided
that the Board “shall withhold access to those software components from any person who requests
access under Sec. 19.35(1), Wis. Stats.” The only exception to the prohibition of open records
disclosures to the public under Sec. 5.905, Wis. Stats., occurs in the instance of a recount. Even in the
instance of a recount, the legislature has provided that if the Board grants access to a software
component, the Board shall require the grantee to enter “into a written agreement with the Board that
obligates the person to exercise the highest degree of reasonable care to maintain the confidentiality of
all proprietary information to which the person is provided access.” Sec. 5.905(4), Wis. Stats.
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The Legislature has also provided that devices and voting equipment must be “suitably designed for the
purpose used, of durable construction, and is usable safely, securely, efficiently and accurately in the
conduct of elections and counting of ballots.” Sec. 5.91(10), Wis. Stats. Widely distributed trade
secret, copyrighted, or patented information about voting equipment would damage the public interest
and policy of securing Wisconsin voting systems. Similar to disclosure of software components,
disclosure of mechanical and operational information about voting equipment could lead to election
tampering or fraud, or even the appearance or vulnerability of the same. Similar to the trade secret
discussion above, ES&S has asserted that disclosure of the electronic backup of the memory stick to the
public could compromise the security of the ES&S voting systems because individuals who would
otherwise not know how the systems are built or operated, would gain insight into such workings which
may compromise the voting systems.

In order to preserve the public interest and policy of secure and fair elections absent even the
appearance of tampering or fraud, the Wisconsin legislature has already codified a policy favoring no
disclosure over the requirements of the Open Records Law in Sec. 19.35(1), Wis. Stats. The
Government Accountability Board has determined that the public interest and policy to insure security
of Wisconsin voting systems outweighs the public policy of openness. The information you request
contains programming, mechanical and operational information about the ES&S voting systems that
were tested in September 2009, which are trade secret or otherwise protected. Disclosure of this
information could expose these particular voting systems to harm including tampering or fraud and
harm the strong public policy favoring secure voting systems. Therefore, the Government
Accountability Board is unable to fulfill your request for a copy of the electronic backup of the memory
stick.

The Government Accountability Board has determined that there is a strong public interest and policy
to insure greater access to a larger number and variety of competitive voting systems manufacturers for
Wisconsin. This public interest and policy provides for competition of design, security, and efficiency
of voting systems. Such a policy reinforces the strong public interest and policy insuring the security of
voting systems in Wisconsin discussed above. With greater competition and availability of voting
systems, Wisconsin can gain the benefit of new advances in voting systems technology, security and
efficiency. Basic economic principles require manufacturers to protect proprietary information to keep
a competitive edge over other

voting systems manufacturers. Competition to provide voting systems for Wisconsin can only occur if
there is an economic benefit to the manufacturers. Widely distributed trade secret, copyrighted or
otherwise protected, or patented information about voting systems would negate the ability of
manufacturers to realize an economic benetit from making voting systems available in Wisconsin. The
Government Accountability Board has determined that there is a strong public interest and policy
favoring greater competition and more variety of voting systems in Wisconsin, which in turn reinforces
the public interest and policy insuring security of voting systems in Wisconsin. This public interest and
policy outweighs the public policy of openness.

The information you request contains programming, mechanical and operational information about the
ES&S voting systems which were tested in September 2009, which is trade secret, copyrighted or
otherwise protected, and patented. Disclosure of this information could be used by ES&S competitors
and detrimentally affect ES&S’s competitive and economic edge in Wisconsin. This in turn could
result in reducing the number of voting systems manufacturers available to Wisconsin because releasing
such information may cause manufacturers to refuse to sell their voting systems in Wisconsin. This
would cause harm to the public interest and policy to insure greater access to a larger number and
variety of competitive voting systems manufacturers in Wisconsin., Therefore, the Government
Accountability Board is unable to fulfill your request for a copy of the electronic backup of the memory
stick.

Pursuant to Sec. 19.35(4)(b), Wis. Stats., this determination is subject to review by mandamus under
Sec. 19.37(1), Wis. Stats., or upon application to a district attorney or the Attorney General.
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If you have any further questions, please do not hesitate to contact me at (608) 266-2094, or at
Shane.Falk@wi.gov .

Sincerely,

" SHANE W. FALK
Staff Counsel
Government Accountability Board

cc:  KevinJ. Kennedy, Director and Legal Counsel
Nathaniel E. Robinson, Elections Division Administrator
Michael R. Haas, Staff Counsel
Ross Hein, Elections Specialist
David Buerger, Elections Specialist
GOVERNMENT ACCOUNTABILITY BOARD

ES&S, Attn: Timothy J. Hallet, Assoc. General Counsel
(Via Email Only)
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From: John Washburn [john@washburnresearch.org]

Sent: Friday, February 05, 2010 9:56 PM
To: 'Plotkin, Adam’; 'Wahl, Andrea’
Subject: RE: Another article on retaining memoyr cards

Yes but | did not include a link to the article.
DOH !

BBV article: http://www _ bbvforums.org/forums/messages/7659/76240.htm|?1265145348

Texas Sheriff Story: http://stxc.blogspot.com/2008/06/incumbent-webb-county-sheriff-
attacks.html

OH report: http://www.bbvdocs.org/OH/state/AcademicFinal EVERESTReport. pdf

From: Plotkin, Adam [mailto:Adam.Plotkin@legis.wisconsin.gov]
Sent: Friday, February 05, 2010 8:53 AM

To: john@washburnresearch.org; Wahl, Andrea

Subject: RE: Another article on retaining memoyr cards

Thanks John.

Adam Plotkin

Clerk, Committee on Labor, Elections, and Urban Affairs
Office of Senator Spencer Coggs

phone, 608-266-2500

Jax, 608-282-3546

From: John Washburn [mailto:john@washburnresearch.org]
Sent: Friday, February 05, 2010 8:33 AM

To: Wahl, Andrea; Plotkin, Adam

Subject: Another article on retaining memoyr cards

Dear Andrea and Adam:

| would like to add the article below, the linked newspaper article, and the linked OH Everest study to
the committees archives on SB-535 and AB-646. In the particular case at hand the removable memory
card called a PEB had different contents than the removable memory cards called the compact flash.
Under the current statute 7.23(1)(g) the contents of both are required to be backed up and preserved.
This is not happening, but it is supposed too.

The vote total and “ballot image”” contents of the two kind of removable memory cards should be the
same, but was not. Be nice if these had been kept here in Wisconsin to see if this defect in the ES&S
used in the state. But, no such records were retained nor would be retained under the GAB proposal
because “ballot images” are not covered by the proposed language of AB-646 or SB-435. The ES&S
iVotronic, M100’s, M150’s,and M650’s are used in 25 of Wisconsin’s 72 counties. See:
http://elections.state.wi.us/docview.asp?docid=2728&locid=47




I have created alogin now on the notify system. The notify system is still broken, but the tech team
work out a way for me personally to avoid the defect for my particular account. If the notice for the
initial hearings on AB-646 or SB435 have already been posted then | missed them. If the initial hearing
for next week are already schedule can you let me know the dates so that | may make arrangements
with my employer to have the day off to come to Madison from Milwaukee?

In Liberty,
John Washburn
““Ballot Images” are neither pictures not graphical representations of ballots.

No virus found in this incoming message.
Checked by AVG - www.avg.com
Version: 8.5.435 / Virus Database: 271.1.1/2669 - Release Date: 02/05/10 07:35:00
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